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MH®OPMAIIMOHHAS ITAMSTKA
JUISI OBYYAIOIIMXCSA JJISI PASMEIIEHWS
HA OOUIAAJIBHBIX MHTEPHET-PECYPCAX

C KaxXObIM TONOM MOJOISKHA B HWHTCPHETE CTAHOBUTHCSA OOIBINE, a
IIKOJIBHUKMA OJHH M3 CaMbIX aKTHUBHBIX MOJb30Bareneil PyHera. Mexmy TeM,
IIOMHMO OIPOMHOT0 KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U IIPoOIeMBI. JTa
naMATKa JOJDKHA IOMOYb Tebe O€30macHO HaXOAUThCS B CETH.

KoMnbioTepHBI€ BUPYCHI

KoMmmpioTepHBI BUPYC - 3TO Pa3HOBHUIHOCTH KOMITBIOTEPHBIX IPOTPamMM,
OTJIMYUTENBEHON 0COOEHHOCTBIO KOTOPOU SBIIIETCS CIIOCOOHOCTH K Pa3MHOKECHHUIO.
B momonHEHME K 3TOMY, BUPYCHl MOTYT HOBPEAUTH WM IIOTHOCTHIO YHHUUTOXXKHUTH
Bce (halluibl M JaHHEIE, TOJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTo ObLTa
3aIlylieHa 3apakKeHHas mporpamMMa, a TakoKe MOBPEIUTh WIH JakKe YHHUYTOXHTH
OTIEpAITMOHHYIO CHCTEMY CO BceMH (aitnamu B menoM. B OONbMIMHCTBE CirydacB
PaCIpOCTPaHSAIOTCSA BUPYCHl Yepe3 HHTEPHET.

MGTOJIBI 3alIUTEL OT BP€AOHOCHBIX IIPOTpaMM;

1. HCHOJ’IB?:YfI COBPCMCHHEIC OIICPallMOHHBIC CUCTCMBI, UMCIOITHNEC CGpBGBHBIfI
YPOBCHB 3alIUTEI OT BPCAOHOCHBIX ITPOTPAMM,

2. TlocrossHHO ycraHaBiauBai mauTéd (IUGPOBBIE 3aIIaTKHA, KOTOPHIE
aBTOMATHYECKH YCTAHABIIMBAIOTCSA C LEIbI0 NOPabOTKU IMPOrpaMMbl) M ApYyTHE
0OHOBIICHHS CBOECH OTeparimoHHOM cucTeMbl. CKaduBail UX TONBKO C O(QHUIMATIBHOIO
caiita paspaboturka OC. Ecii cymiecTByeT peskuM aBTOMAaTH4IECKOro 0OHOBIICHUS,
BKITIOYH €T0;

3. Paboraii Ha CcBOE€M KOMIIBIOTEPE IO IPaBAMK II0JIB30BATENA, a HeE
aJIMAHHACTpATOpa. OTO HE IIO3BOJIMUT OOJBIIMHCTBY BPENOHOCHBIX IPOrpaMM
HHCTALTHPOBATHCS HA TBOEM IEPCOHATIEHOM KOMIIBIOTEDE;

4, Hcrmomp3yit aHTHUBUPYCHBIE IIPOTPAMMHEIE IIPOAYKTHI HM3BECTHBIX
IIPOU3BOIUTEICH, C aBTOMATHIECKIM OOHOBIICHHEM 0a3;

5. Orpanudb GU3UIECKUN TOCTYI K KOMIBIOTEPY LA IIOCTOPOHHUX JIUIL,

6. Ucnone3yil BHEIIHWE HOCUTEIN MHGOPMAINY, TaKUue Kak (uIerika, JUCK
win (Haiyl U3 HHTEPHETA, TOIBKO U3 IPOBEPEHHELIX HCTOYHHKOB,;

7. He oTKpwIBali KOMIBIOTEPHBIE (haiibl, MOJyYECHHBIC W3 HEHAIEXKHBIX
UCTOUHHUKOB. Jlaxe Te (ailiel, KOTOpbIE IMPUCIIAI TBOW 3HAKOMBIHA. JIydIne yTouHH
y HET0, OTIPaBIILI I OH TeOe uX.



Cetn WI-FI

Wi-Fi - 910 He BUJ Ilepeayu NaHHBIX, He TEXHOJOTHA, & BCETO JIUIIb OpeHS,
mapka. Eme B 1991 romy HuzmepmaHackas KOMIIaHUS 3aperHCTpUpoBajia OpeH.
"WECA", uro o6o3nadano cnoBocoueranue "Wireless Fidelity", xoropsrit
MIEpEeBOIUTCS Kak "OecIpoBOgHAS TOUYHOCTD' .

Jlo Hamero BpeMeHH JIomiIa Ipyras abOpeBuarypa, KoTopas ABJISETCS TaKOU
ke TexHonorued. Iro abbpemarypa "Wi-Fi". Takoe HasBanuwe ObUIO JaHO C
HaMEKOM Ha CTaHIapT BhICIIEH 3ByKoBoM TexHuKU Hi-Fi, uTo B mepeBone o3HavaeT
"BEICOKAsi TOYHOCTH ',

Ha, OGecruraTHBIM WHTEPHET-IOCTY B Kade, OTeNlsIX U a3poroprax SBISETCS
OTJIMYHOM BO3MOXKHOCTBIO BEIXO/Ia B UHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO
obmenoctynasie Wi-Fi ceT He SABIAIOTCS 0€30MIaCHBIMU.

Cogetsl 1o 6e3omacHoCcTH paboThI B 00mIe10CTyIHEIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro JIMUHYI0 HHGOpMaLKIo uepe3 obmenocrynasie Wi-Fi
cetu. PaboTas B HUX, JKE€TATEIHHO HE BBOAUTE MAPOJIX IOCTYTA, JIOTUHBI U KaKHe-
TO HOMEPA;

2. Ucnons3y#t 1 0OHOBIISIH aHTUBUPYCHBIE ITporpaMMel U Opanamayep. Tem
caMBbIM ThI 00e30macuib ceOs OT 3aKayKy BUpPyCa HA TBOE YCTPOUCTBO;

3. ITpu ucnionp3oBanuu Wi-Fi oTkmroun gyrkuio "O0muit noctyn K daitnam
u npuaTepaMm". laHHas (GYHKOMS 3aKpbiTa O YMOJIYAaHUIO, OJHAKO HEKOTOpEIE
II0JIb30BATEIH aKTUBUPYIOT €€ I YA0OCTBa UCIIOB30BaHUs B paboTe Uiu y4eoe;

4. He wcmonp3y¥ myOmuunsid WI-FI nns mepemaum JIWYHBIX JAaHHBIX,
HAIIpUMEP AJIS BBIXOJa B COIUAILHEIE CETH UIIH B SIIEKTPOHHYIO I10YTY;

5. Wcmone3y#t TobpKO 3amumieHHoe coenuuenue gepe3 HTTPS, a ue HTTP,
T.¢. IIpu Habope BeO-aapeca BBoau uMeHHO "https:/";

6. B mobmisHOM Tenedone otkimroun ¢yHkuumio "Tlomkmouenue k Wi-Fi
aBToMarnuecku”. He momyckail aBTOMAaTHYECKOrO MOIKIIOYEHHs YCTPOWCTBA K

cetam Wi-Fi 6e3 TBoero coriacus.

ConnajbHbIe CeTH

ComuanpHble CETH aKTHBHO BXOIAT B HAITy JKA3Hb, MHOTHE JTIOAN pabOTar0T
U )KMBYT TaM [TOCTOSIHHO, a B Facebook yxe 3aperucTpiupoBaH MUJLIHAP/] YE€TI0BEK,
YTO SBJISETCS OMHOU CEIBbMOM BCEX JKUTENEH IIaHeThl. MHOTHE MOIb30BaTEIN HE
[IOHUMAIOT, YTO MH(GOpMAITHs, pa3MEIeHHas UMH B COLMAIBHBIX CETSIX, MOXKET
OBITH HalJIecHa M HCIIONB30BaHA KEM YTOIHO, B TOM HYHCIE HE 00SA3aTENLHO C
O1aruMu HaMEpEHUsAMH.



OCHOBHEIE COBETHI IT0 0€30IIaCHOCTH B COIMHAJIbHBIX CCTAX:

1. Orpanuys criucok Apy3ei. ¥ 1ebs B Opy3bax HE JOJDKHO OBITH CITyYaiHBIX
W HE3HAKOMBIX JTIOICH;

2. 3amuman CBOK YacTHYIO XHW3Hb. He ykaspiBail maposu, TenehOHEI,
ajpeca, JaTy TBOEIO pOXICHWS H© OPYIYI0 JIMYHYH0 HWH(POPMAITHIO.
3II0YMBIIUIEHHUKH MOTYT HCIIOIB30BaTh AaKe HH(POPMAIIHIO O TOM, KaK Thl U TBOU
POIUTENH IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumait cBOIO perryTaluIo - JepKU €€ B YUCTOTE U 3a1aBaii cebe Bompoc:
xoTen Obl ThI, 4TOOBI ApPYTHE IIOIB30BATENU BHIEIH, YTO Thl 3arpyskaemib?
[Tomymai, mpesxie 4eM 4T0-TO OIyOJIMKOBATh, HAIIUCATh U 3aTPY3UTh;

4. Ecmu ThI TOBOPHUIIE C JFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3Yil CBOE
peaibHOe UMS U IPYTYIO JIMYHYI0 MH()OpPMAaLUU: UM, MECTO XKUTEIBCTBA, MECTO
y4eOBI U IpoYeE;

5. N3berait pasmemenus ¢otorpaduii B IaTepHETE, II€ Tl H300pa)KEH HA
MECTHOCTH, 10 KOTOPOM MOYKHO OIPEAEITUTEH TBOE MECTOIIOJIOKCHHE;

6. Ilpu perucrpamuui B COLUAIBHOW CETH HEOOXOOMMO HCIIOIB30BaTh
CJIOXKHBIE ITApOJIH, COCToANME U3 OYKB 1 U(p U ¢ KONMIECTBOM 3HAKOB HE MECHEE
8;

7. JlAs conManbHOM CeTH, IOYTHl M JPYyTUX CalTOB HEOOXOAUMO
HCIIOJIB30BaTh pa3Hble Mapoiu. Torna eciy Te0s B3JIIOMAIOT, TO 3/I0yMBIIITICHHUKH

IIoJIy4yaT JOCTYII TOJIBKO K ODHOMY MECTY, 4 HC BO BCE Cpas3y.

DJIEKTPOHHbIE IeHbI'H

OJeKTPOHHBIE IEHBIH - 3TO OYEHb YNOOHBIM CHOCOO IUTAaTEXeH, OJHAKO
CYIIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT IOIY4YHUTh STH ACHEIH.

9H€KTPOHHBI€ IOEHBI'U IOSIBUIIMCH COBCEM HEOAABHO U MMECHHO H3-3a 3TOT'O BO
MHOTHX rocyZapCTBax A0 CUX IIOp HE IPOIMHCAHO IIPO HUX B 3aKOHAX.

B Poccnn ke oHE GYHKIIMOHUPYIOT U O HUX YK€ IIPOIIKMCAHO B 3aKOHE, I'/IC X
Pa3EeNAIOT Ha HECKONBKO BHJIOB - aHOHHMHBIE W HE aHOHUMHEIE. PasHuLa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peliacTcsl IMPOBOIUTH OIeparuu 0e3
UIeHTA(HUKAIIAN TI0JIb30BaTENs, @ B HEAHOHUMHBIX HACHTH(HUKAIMS [0IH30BaTENIS
SIBJISIETCS 0053aTEIBHOMN.

Tarke clemyeT pasiMuaTh OICKTPOHHBIE (GHUATHBIE JEHBIHW (PaBHEI
rOCYJapCTBEHHBIM BAIIOTAM) W OJICKTPOHHBIE He(HUaTHBIE IEHBIU (HE PaBHBI
rOCyIapCTBEHHBIM BAIIOTAM).



OcHOBHBIE COBETHI II0 6€30macHON paboTe ¢ TCKTPOHHBIMU J€HBIAMH:

1. IIpuBsxu k c4eTy MOOMIIBHEIH TenedoH. OTo caMblil yIOOHBIN 1 OBICTPHIi
coco® BOCCTAaHOBHUTEH IOCTYI K cUeTy. IIpUBS3aHHBIA TeaeOH MMOMOXKET, €CIIH
3a0yZeIp CBOM IUIATEXHBIM MApoib WM 3alifelllb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA;

2. Hcnome3yit omHOpa3oBble mapoiu. [locie mepexoma Ha YCHICHHYIO
aBTOpH3amMi0 Tebe yxe He OyneT yrpoXaTh ONAacHOCTh KpPaKHd WM IIepexBara
IUTaTEKHOTO [apoJLs;

3. Bribepu crnoxublii maponb. [IpecTynmHukam OymeT HE MPOCTO yraaaTh
CJIO’KHBIY ITaposib. HafexHble napoy - 3TO Mapoiy, KOTOpBIE COAEpKAaT HE MEHEE
8 3HAKOB M BKJIIOYAOT B c€0s CTPOYHBIE U IMPOMUCHBIE OYKBBI, TU(PPHI ¥ HECKOIBKO
CHUMBOJIOB, TakMe KaK 3HaK Joiuiapa, (yHTa, BOCKIMIATENBHBIA 3HAK H T.IL
Hanpumep, $tROng!;;

4. He BBOOM CBOM JIUYHBIE JaHHLIC Ha cafrrax, KOTOPBIM HE NOBCPACIIE.

DJIEKTPOHHAA OYTA

OJNEeKTpOHHAS TOYTa - 3TO TEXHOJIOTUS U MPEHOCTABIIEMBIE €0 YCIyTU IO
MEPECHUIKE U MTOMYUYCHHIO 3JICKTPOHHBIX COOOMIEHUH, KOTOPHIE PACIIPENCIISIOTCS B
KOMIBIOTepHOH ceTh. OOBIYHO 3IEKTPOHHBIA IMOYTOBBIM SIIIUK BBITVIAIUT
CIIEAYIOMIHM 00pa30M: UMs_II0JIb30BaTeII(@UMS_ToMeHa. Takke KpoMe repeadn
IIPOCTOTO TEKCTa, UMEETCSI BO3MOXHOCTE II€peIaBaTh (halibl.

OCHOBHBIE COBETEHI 110 0€30TacHOM paboTe ¢ 3IEKTPOHHOM MTOYTOM:

1. Hamo BeIOpaTh NpaBUIBHBIM IOYTOBBIM CEpPBUC. B HHTEpHETE €CTh
OTPOMHEIH BBIOOP OECTIATHBIX OYTOBBIX CEPBUCOB, OJHAKO JIyUIIe TOBEPATH TEM,
KOTO 3HAEMIb U KTO IIEPBBIN B PEUTHHTE;

2. He ykasriBaii B TnaHO# mouTe JIM4gHyI0 nH(popManuio. Hampumep, irydie
BEIOpATh "My3bIKAIbHBIH (haHaT@" umu "pok2013" BmecTo "temal3";

3. Hcnomp3y#l ABYXSTAallHYyI0 aBTOPU3ALHMI0. OTO KOTAd ITOMHMO IapOoJis
HY’KHO BBOIHUTE KOJI, IPUCHIIaeMbIi 10 SMS;

4, Beibepu CIOXKHBIN apoiib. JIJIs KaXIoro IMOYTOBOTO AMUKA JOKEH OBITh
CBOM HaJIe)KHBINA, yCTOMYUBBINA K B3JIOMY IIapOJIb;

5. Ecnu ecTb BO3MOXKHOCTH HAIIMCaTh CaMOMY CBOM JHMYHBIM BOIIPOC,
HCTIOJTB3YU 3TY BO3MOXKHOCTB;

6. Wcnonp3yii HECKOIBKO TIIOYTOBBIX SIIUKOB. IlepBBIA MO 4YacTHOU
IIEPEMICKH C aJpecaTraMd, KOTOPHIM ThI JOBEPSEHIb., JTO JIEKTPOHHBIN aapec He
HAJI0 MCIIOJIB30BATh IIPU PETUCTpaluy Ha (opyMax U caiTax;



7. He oTkpeIBaif (aiiasl u ApyTrHe BIOXKEHHUS B MHUCHMAX, JaXKe €CIH OHHU
IPUIUIM OT TBOMX JApy3eil. Jlydmie yTo9HM y HUX, OTIPABISUIA JIH OHH TeOe ITH
daits;

8. Ilocne oxoHuaHus pabOTBl Ha IOYTOBOM CEPBUCE MNEpPEN 3aKPBITHEM
BKJIAJIKH C CAaiTOM He 320y HaxkaTh Ha "Beriitu".

Kun0epOy/JUIMHT MM BUPTYAJbHOE U31eBATEIbCTBO

KubepOymuar -  mpeciefoBaHUE  COOOIICHUSMH,  COIEPKaAlUMHU
ockopOenus, arpeccuro, 3aITyTUBaHUE; XYJIUTaHCTBO; COLIMATBHOE
OOMKOTHPOBAHUE C TIOMOMIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO OOpEOE ¢ KHOEPOYILIIUHTOM:

1. He 6pocatics B 60it. JIyummii crmoco6: mocoBeTOBaThCS Kak ce0sl BECTH H,
€CIIM HET TOT0, K KOMY MOXXHO OOpaTHUThCS, TO BHAYAE yCIHOKOWUTHCS. ECITH ThI
HAYHEIIb OTBEYATh OCKOPOJICHWSIMU Ha OCKOPOJICHHS, TO TONBKO emie Ooble
Pa30MXOKENh KOH(IIUKT;

2. YnpaBisiit cBoel KubeppenyTanuei;

3. AHOHHMHOCTb B CE€TH MHHMAs. CYLIIGCTBYIOT CITOCOOBI BBIICHHUTB, KTO
CTOHUT 3a aHOHHUMHBIM aKKayHTOM;,

4, He cTOUT BeCTH XYJNHUTaHCKHM 00pa3 BUpTyalbHOH Xu3HH. MHTEpHET
(GUKCHpPYET BCe TBOM JACHCTBHS W COXpaHACT WX. YAaIUTh UX Oyner KpaifHe
3aTpyIHUTENBHO;

5. Cobimoaii CBOIO BUPTYAITBHYIO Y€CTh CMOJIOLY;

6. UrHopumpyii enuHWuHBIA HeratuB. OIHOpa3OBBIE OCKOPOWTENLHBIE
COOOIIIeH st JTydIie HTHOpUpoBaTh. OOBIYHO arpeccus NpeKpaIacTcs Ha HauyaabHOM
CTaINy;

7. Ban arpeccopa. B mporpammax o0MeHa MTHOBEHHBIMH COOOIIEHUAMY, B
COLMAIBHEIX CETAX €CTh BO3MOXXHOCTH OJIOKHPOBKH OTIPaBKH COOOMEHUU C
OTIPEIEIIEHHBIX aIpecoB;

8. Ecnu ToI cBHmeTens KubepOyumHra. TBOM NeMCTBHA: BBICTYIIUTE IIPOTHB
IpeciieoBareNs, MoKa3aTh €My, YTO €ro IECHCTBHs OLCHHBAIOTCS HETaTHBHO,
TIOJ/IEpXKATh JKEPTBY, KOTOPOM Hy)KHa IICHXOJIOTHYECKas HMOMOIIb, COOOLIUTEH
B3pPOCJIEIM O (haKTe arpeCCUBHOIO IIOBENECHUS B CETH.



MoOuaLHbLIA TeJ1ehoH

CoBpemenHble cMapTHOHBI U IUIAHIIETH COAEPXkKAT B ceOe BIIOJIHE B3POCIBIH
QyHKIMOHAN, M Temeph OHH MOTYT KOHKYPUPOBAaTh CO CTAllMOHAPHBIMU
KoMIbroTepamMu. OJHAaKO, CPEACTB 3aIIUTHI JJI TOJXOOHBIX YCTPONCTB ITOKA OYEHb
Mai10. TecTupoBaHuE ¥ IOUCK YSI3BUMOCTEH B HUX IIPOUCXOAUT HE TAK MHTEHCUBHO,
kak 1 [1K, To xe camoe kacaeTcsi © MOOMIBHEBIX IIPUIIOKEHHIA.

CoBpemeHHBIE MOOWIBHBIE Opay3epbl YK€ MPaKTHUYSCKH JOTHAIH
HACTOJIbHBIE AHAJIOTH, OAHAKO pacIiupeHue (GYHKIMOHATa BIEYET 3a COoO0OM
OOJIBIIYIO CI0KHOCTh U MEHBIIIYIO 3aIIUIICHHOCTS.

HaJ'ICKO HC BCC IIPOU3BOAUTCIIM BBIITYCKAIOT O6HOBJICHI/I$I, 3aKPBIBAKOIINC
KPUTHYCCKHUC YA3BUMOCTHU IJIA CBOUX YCTPOﬁCTB.

OCHOBHEBIE COBETHI 151 6€30I1aCHOCTU MOOMIIBHOTO TenedoHa:
Hudero He sBIsIETCS MO-HAcTOSImEMy OecrutaTHBIM. Byab ocTOpokeH, BeIb
Korja Tebe mpensaraT OeCIUIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-

TO IJIATHBIE YCIYTH;

Hywmaii, npexxae gem otrnpaButbk SMS, @oro unu Buneo. Thl TOUHO 3HACIIB,
rae oHu OyIXyT B KOHEUHOM UTOTE?

Heo6x0aumMo 0OHOBIIATH OTMIEPAIMOHHY0 CHCTEMY TBOETO cMapT(oHa;
Hcrnons3yii aHTHBHPYCHBIE TPOTPaMMBI U1 MOOMIIBHBIX TEIe()OHOB;

He 3arpyxaii mpuiaokeHHsI 0T HEU3BECTHOI'O HCTOYHHUKA, BEAb OHHU MOTYT
comep)KaTh BPEIOHOCHOE IPOTpaMMHOE 00ECIIEUEHHE;

[Toce TOro Kak ThI BRIMIEIIb C CaifTa, TI€ BBOLWI JIMYHYIO HH(OPMAIHIO,
3aiiJIu B HACTpOWKM Opay3epa U yIaiu cookies;

[TeproandyecKy IpOBePsIi, KaKue IUIaTHBIE YCIIyTH aKTMBUPOBAHEI HA TBOEM
HOMEPE;

JlaBaif cBOHl HOMEp MOOMIBHOTO Telne(oOHa TOIBKO JIOAAM, KOTOPBIX ThHI
3HAEIIb U KOMY JOBEPSICIIb;

Bluetooth momken ObITH BBIKIIOUEH, KOTJa THl UM He IOib3yembes. He
3a0bIBail HHOT/IA IIPOBEPATH 3TO.

Online urpni

CoBpeMeHHbIC OHIAHH-UTPBI - 3TO KPacOYHBIC, 3aXBaTEIBAIOIINE
pasBlIeUeHHs, OOBEIUHSIONIE COTHH THICAY HYEIOBEK MO BCeMy Mupy. Wrpoku
UCCIENYIOT IaHHBIA UM MHp, OOINAOTCsA APYr C APYroM, BBINOIHSIOT 3aJaHMA,



CpaXarTCd C MOHCTpaMH M IIOJYYarOT OIIBIT,. 3a YIOOBOJIBCTBHC OHH IIJIATAT.
IMOKYIIAOT OAHCK, OINIaYHBAIOT a0OHEMEHT WITH l'IpI/IO6pCTaIOT KaKHC-TO OIIITHUH.

Bcee ot CpCACTBA UAYT Ha IIOAACPKAHUC U PAa3BUTUC UTPEI, 4 TAKXKC Ha caMy
0€e30I1aCHOCTb: COBCPHICHCTBYIOTCA CUCTEMBI aBTOPHU3allH, BEIIIYCKAKOTCI HOBBIC

naTay (I pOBEIE 3aIUIATKH UL IPOTPaMM), 3aKPEIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUT'pax CTOUT OIIACaThCsA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO
KpaXXu TBOCTO I1apoJii, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3alluN OOJIBIIIMHCTBA

Urp.
OCHOBHBIE COBETHI TT0 0€30IaCHOCTH TBOETO HTPOBOTO aKKAyHTA!

1. Ecnmr npyroit UTpok BeIeT cebsl IUI0OX0 MM CO37aeT Te0e HEMPHUATHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. Ioxany¥ics aIMIHACTPATOPaM UTPhI Ha IIJIOX0E ITOBEICHUE 3TOTO UTPOKa,
JEJIATeIFHO PUIOKUATH KaKHe-TO JOKa3aTeILCTBA B BUJE CKPHUHOB;

3. He ykassiBaii THUHYIO HHOOPMAIIUIO B Ipodaiiie Urpsl;
4. YBaxkal IpyTr¥X y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBait Heo(puuaabHbIE TaTIH U MOJIEI;

6. Vconp3yi Cl10KHBIE U Pa3HBIE IIapOJIH;

7. Jlaxxe BO BpeMsi UTPhI HE CTOUT OTKIIOYATh aHTUBUPYC. [Ioka TEI Hrpaens,
TBOM KOMIIBIOTEP MOI'YT 3apPa3UTh.

OUIUHT WIH KPAaKa JUYHBIX JaHHBIX

OOBIUHOM KpaXkel AEHET U TOKYMEHTOB CErOfH:A Y)K€ HUKOIO HE yIUBHUIIb,
HO C pPa3BUTHEM WHTCPHET-TEXHOJOTUHN 3JI0YMBIIUICHHUKH IIE€PEMECTHIINCE B
HHTEPHET, U MMPOJOJDKAIOT 3aHUMATECS "MIOOUMBIM" IEJIOM.

Tak mosABWIACH HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WIM (DUIIMHT,
IyIaBHAsg IEeb KOTOPOTO COCTOUT B TONYyYEHHHM KOH(DUIECHIMAIBHBIX HaHHBIX
TI0JIb30BAaTeNEH - JIOTMHOB U Haposieit. Ha anrnuiickoMm si3bike phishing ynTaeTcs Kak
¢ummmar (ot fishing - peiGHast 10BIA, password - IapoJIb).

OCHOBHBIE COBETHI IT0 00pEOE ¢ QUIMKUHIOM:
1. Ciequ 3a cBOMM akkKayHTOM. Eciy THI ITOZO3pEBAEIlb, YTO TBOS aHKETa

ObLIa B3JIOMaHa, TO He0OX0AUMO 3a0JIOKHPOBATE €€ U COOOMHUTE aIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOKHO CKOPEE;



2. Ucnione3yi 6e30omacHble B€O-CalTEI, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
ITOMCKOBBIX CHUCTEM;

3. HMcnone3y#l ciioHBIE W pas3Hble Iaponu. Takum obpasoM, ecnu Tebs
B3JIOMAIOT, TO 3JOYMBINUICHHWKM IOIy4aT AOCTYIl TOJNBKO K OJHOMY TBOEMY
IIPO(UITIO B CETH, a HE KO BCEM;

4. Ecmu T1ebs B3mOMand, TO HEOOXOOAMMO MPEAYIPEIUTh BCEX CBOHX
3HAKOMBIX, KOTOPBIE H0OaBIEHBI y TeOsI B OPY3bsiX, O TOM, 4TO TeOs B3IIOMAA H,
BO3MOXHO, OT TBOETO UMEHHU OyIIeT pacchlIaThCs CIaM U CCBHUIKH Ha (HITHHTOBBIE
CaMTHI;

5. Ycranosu HagexHbli mapois (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHeHue napoiisi B Opaysepe;

7. He oTkpeiBait (ailael ¥ Ipyrye BIIOKCHHUS B IHUCBMAax, Na)ke €CIH OHHU
MIPUIILUTA OT TBOUX Apy3el. Jlydiie yTOUHH y HUX, OTIPABISIN JU OHU TeOe 3TH
(haib.

EHQEOBaH penyranus

[Mudposas pemyTamnus - TO HETaTUBHAS WX TO3UTUBHAS HH(OPMAIHS B CETH
o tebe. Kommpomerupyromas uHpOpManus, pa3MELICHHAs B MHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpasuUThCH Ha TBOeW peanbHOWM ku3HU. "udposas
pemyTaus" - 3TO TBOH UMHIDK, KOTOPBIH hopmupyercs U3 uHGopmManuu o Tebe B
MHTEpHETE.

TBoe MecTO JKHUTENbLCTBA, Y4eObl, TBOE€ (PMHAHCOBOE IIOJIOKEHUE,
0COOEHHOCTH XapaKTepa M Pacckasbl 0 OIM3KUX - BCE 3TO HAKAIIIMBAETCA B CETH.

MHorrue MOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K ITyOJNMKAIlMM JIUYHOU
uaopmanuu B MHTEpHETE, HE MOHUMAas BO3MOXKHBIX MOCHEACTBHA. ThHI Jaxke He
CMOJKEIIh J0TanaThes 0 TOM, 4To (ororpadus, pasMelleHHas 5 €T Ha3ajl, cTaia
IIPAYMHON O0TKa3a MPUHATH TeOs Ha paboTy.

KomMenTapuu, pasMenieHne TBOUX GoTorpaduil U Apyrue A€HCTBUSA MOTYT
HE UCYE3HYTH JaKe MOCIe TOT0, KaK Thl X yJalullb. Thl He 3HA€MIb, KTO COXPaHMI
3Ty HH(GOPMALHIO, TI0TIaa TU OHA B IIOMCKOBBIE CUCTEMBI M COXPAHUIIACH JIH OHa, &
[JIaBHOE: YTO MOAYMAIOT 0 TeOe OKpYIKAIOIIUE JIIOAU, KOTOPBIE HAUMYT M YBHIAT
970. HaiiTn HH(OPMALUI0 MHOTO JIET CITyCTSI CMOXET JFO00H - Kak M3 HOOpBIX
H0OYKICHHUM, TaK ¥ ¢ HAMEPEHHEM IPHYMHUTE BPel. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETEHI 110 3aIIATE IUGPOBON PEITyTALIAHN:

1. ITomyMmaii, mpex e YeM 4To-TO ITyOIUKOBaTh U IepefaBaTh y cebs B Oi1ore win
B COIIMAILHOM CETH;



2. B HacTpoiikax MpouiIs yCTaHOBH OTpaHUYEHHS Ha IIPOCMOTP TBOETO MPOhHIIL
U €T0 COIEPIKUMOTrO0, CieTai ero ToJIbKo "t apy3ei'”;

3. He pasmemail u He ykasblBall MH(OpPMAIMIO, KOTOpas MOXKET KOTO-IH00
OCKOPOIATH UK 0OMKATE.

ABTOPCKOE TPABO

CoBpeMEHHBIE IIKONBHWKA - aKTHBHBIE IOJB30BATEMd LHU(PPOBOTO
mpocTtpaHcTBa. OgHAKO OaIeKO HE BCE 3HAKOT, YTO IIOJH30BAHHE MHOTUMHU
BO3MOXKHOCTSIMU  IidpoBOoro Mupa TpebyeT coOmoaeHHs TpaB Ha
HWHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTb.

Tepmua "uHTEIIEKTyadbHAs COOCTBEHHOCTh" OTHOCHTCS K pPa3IHYHBIM
TBOPEHHUSAM YEIIOBEYECKOr0 yMa, HadMHas C HOBBIX H300pETCHWM W 3HAKOB,
0603HavaOMKUX COOCTBEHHOCTh HAa MPOAYKTHl U YCIYTH, U 3aKaHUYHWBas KHUTAMH,
dotorpadusmu, KHHOGUIEPMaMHI U MY3bIKaJIbHEIMU ITPOU3BEACHUSMH.

ABTOpCKHE IMpaBa - 3TO IIpaBa Ha MHTEUICKTYaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, TUTEPATyphl U UCKycCTBAa. ABTOPCKME IIPaBa BBICTYIAIOT B
KaueCTBEe TapaHTHHM TOTO, YTO HMHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyZ aBTOpa HE
OymeTr HampacHBIM, OacT €My CIPaBEIJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO Tpy[a, MOIYYHUTh M3BECTHOCTh M Ipu3HaHue. Hukxrto Oe3
paspelieHus aBTopa HE MOXKET BOCIPOM3BOAUTH €ro  IPOU3BELECHHE,
pacmpocTpaHsiTh, IyOIMYHO JEMOHCTPUPOBATH, IPOJABaTh, HMIIOPTHPOBATE,
IIyCKaTh B MPOKAT, ITyOJIMYHO HCIOJIHSTH, IOKa3hIBATH/HCIONHATE B d3(QUpPE WIH
pasmemniats B VIHTEpHETE.

Hcnonp30Banre  "MHPATCKOro"  MPOTPaMMHOTO  OOECIEYEHUS  MOXKET
IPUBECTH K MHOTHM pHCKaM: OT IOTEPH HAHHBIX K TBOMM aKKayHTaM [0
OJIOKHPOBKH TBOETO YCTPOWCTBa, II€ yCTAaHOBJIEHA HelerajibHas mporpamma. He
CTOMT Tarke 3a0bIBaTh, YTO CYNIECTBYIOT JIETAIbHBIE M OECIIaTHBIE IPOrPaMMEI,
KOTOpbIE MOXKHO HaliTH B CETH.

O nopraze

CeTeBHYOK.pd - TBOU INIaBHBIN COBETUHK B CETH. 31€CH ThI MOXKEIIE Y3HATH O
0€30MMaCHOCTH B CETH IMOHSITHBIM M JOCTYIHBIM S3BIKOM, a IPX BO3HUKHOBCHHUH
KPUTHYCCKOM CHTyallud OOpaTUTHCS 338 COBETOM. A TaKKE NPUHATH Y9YacTHE B
KOHKYpCax M CTaTh CaMbIM IHU(POBBIM IPaKIaHHHOM !
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